INFORMATION SECURITY
POLICY
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Information Secuirty Policy

Charoen Pokphand Foods Public Company Limited and Subsidiaries
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Information Technology has become an essential role for Charoen Pokphand Foods Public Company Limited and
its subsidiaries (CPF Group) in several areas of several business activities such as managing, storing and
processing information. Such technology helps workers perform their assignments more efficiently, easily and
faster as well as improves competitiveness for CPF Group. Nevertheless, Information Technology system may
create grave risks. If mishandled, confidential information may be leaked, modified and lost. As a result of
mismanagement of the information technology system, the performance of CPF Group may be impaired and
reputation ruined. Chief Executive Officer of CPF Group has formulated this Information Security Policy to serves
as a guideline on administering the Information Security Management System (ISMS) and to ensure that the
practice of information security management is in accordance with the objectives and processes of CPF Group

business and has established this Information Security Standard to be strictly enforced.
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aautamn / SCOPE OF POLICY
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Information security standard covers protecting and maintaining security of CPF Group’s information both on the
premises and off the premises as well as the following individuals:
1. Employee and all units within CPF Group

2. Outsourced individuals and external parties given access to CPF Group’s information assets

Page | 4




18NN / DEFINATION

ANNUAIL AR AN AN UANTA LN A

Information Security
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Alert (Information Security-related

alert)
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Attack
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Vulnerability
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Protection of information from a wide range of threats to ensure

business continuity, minimize business risks as well as maximize return

on investments and business opportunities.
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Charoen Pokphand Foods Public Company Limited and Subsidiaries.
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Information Security-related notification from various sources, including
people, systems, and publicly available information.
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Successful or unsuccessful unauthorized attempt to destroy, alter,

disable, gain access to an asset or any attempt to expose, steal, or

make unauthorized use of an asset.
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Weaknesses that can be exploited by one or more threats.
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Incident Response Team
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Operational Technology
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Recovery Point Objective (RPO)
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Recovery Time Objective (RTO)
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A team appointed by Information Security Officer and composed of
employee with adequate skills and experience and are provided with

proper resources and facilities. It is responsible for handling information

security case, which could be either events, incident or vulnerabilities.

Industrial control systems (ICS), supervisory control and data acquisition
(SCADA) systems, distributed control systems (DCS), programmable
logic controllers (PLCs), Internet of Things (loT), Robotics and
Automation System mezuuﬁ'uj ﬁﬁﬂmulﬁmﬁu Industrial Control
Industrial control systems (ICS), supervisory control and data acquisition
(SCADA) systems, distributed control systems (DCS), programmable
logic controllers (PLCs), Internet of Things (loT), Robotics and
Automation System, and other systems performing industrial control
functions.
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An acceptable point in time to which information needs to be recovered

in the event of damage to the information systems.
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Maximum tolerable period of recovery of disrupted business operation,

service delivery or information systems in order to get back to normal
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Malicious Software

R

gl

o]

NATN

Threat
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Information Security Event
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Information Security Incident

operations after an incident or a disruption caused by disasters or

emergencies.
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A program or a set of programs which intentionally cause damage to
information or information system such as Virus, Worm, Trojan, Adware

and Spyware.
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Potential causes which can be originated either internally or externally,

as well as adversely affect CPF Group’s assets.
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Identified occurrence of a system, service or network state indicating a
possible breach of information security policy or failure of controls, or a
previously unknown situation that may be security relevant. An event

may or may not have a potential impact to CPF Group.
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Single or a series of unwanted or unexpected events that have a

significant probability of compromising business operations and
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External Party

threatening information security. In other words, an event with potential

impact to CPF Group will be considered and confirmed as an Incident.
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Any external organization or individual who works for CPF Group and is

probably provided the access rights to CPF Group'’s assets. External

parties include the following.

(1) Outsourcers — for example component manufacturers, advertising
agencies and container manufacturers,

(2) Suppliers — for example developers of production control system
and computer equipment distributors,

(3) Service Providers — for example provider responsible for installation
and maintenance of assets, communication service provider and
Internet Service Provider (ISP),

(4) Consultants — for example consultants for ERP system,

(5) IT Business partner,

(6) Other external parties who access to CPF Group’s assets or

information.
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Information Security Policy
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The Information Security Policy in accordance with ISO/IEC 27001:2022 is a comprehensive framework for
managing information security risks in all dimensions. This includes:
(1) Organizational Control
(2) People Controls
(3) Physical Controls
(4) Technological Controls
These controls collectively strengthen the organization's security posture, enabling it to effectively respond to

evolving cyber threats while ensuring ongoing compliance.
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Information Security Policy consists of the following four areas:

1. mm'in'va‘muqurﬁ"mmﬁm (Organization Controls)
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To ensure that the organization has a systematic and effective approach to managing information security.
This includes establishing clear policies, strategies, and guidelines for managing security risks. The
organization must define roles and responsibilities at all levels, ensuring accountability for information
security. Additionally, fostering security awareness and culture within the organization is crucial. Organizations
must also manage suppliers and third parties appropriately and comply with legal, regulatory, and industry-
specific requirements. These measures ensure that security governance aligns with international best

practices, minimizing risks and supporting business continuity.

NIMTNITAAL Quﬁ"mqﬂ AAaNS (People Controls)
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To ensure that individuals within the organization understand their role in maintaining information security.
This involves hiring personnel with appropriate qualifications for roles involving sensitive information, clearly
defining security-related responsibilities, and providing employees with training and awareness programs to
mitigate cybersecurity threats. Organizations must also implement access control measures and manage

privileges appropriately when employees join, change roles, or leave the company. This prevents

unauthorized access to information and reduces the risk of intentional or unintentional security breaches.

NIMTNITAAL Quﬁ"mn’\ﬂnﬁ‘w (Physical Controls)

Yo

PR D) o e 9 = , = A o aa
LW'ﬂﬂﬂﬂ’aQ"ﬂ’aH@LL@zVI?WEl@u‘a]"]ﬂﬂ"]?m']ﬂ\ﬁﬂﬂillvl, U’ﬂiéfy']ﬁ] ﬂq?TQ?ﬂﬁ'ﬁ'N AANHLAE UL BTANUTTINTIANANA

1% [
A aa y 14 o !

a ‘4?/ & v = ¥ K o A Ay Y o 1
HNAUL ’ﬂ\‘Iﬂﬂi[ﬂ@\m‘u’][ﬂiﬂ’]?ﬂ'J‘LIﬂNﬂ’]iL“lI’m\‘IWHVW]ﬁl@ﬂﬂ’]iﬂ%’mﬂ@’ﬂmﬂﬂ@j\‘i Mi@N‘H@H@@ﬂﬂm S TR EaC ST I
a’j A A 3 A v ) v di‘ a o o O o

szuumgragaLaneioNe viraluniin viranaasisasila usu wanainid AsiuInIN1INENANNLaaniud 1L
Pary - ~ o o = W va a2 s v A

fqﬂmmﬂmmﬂu@ﬂmmm Lwaﬂmﬂuﬂfmm’m\ﬂmﬂiﬂmuwmwm ANNRIANIARINLUIN I IMNIZaN lUuNNg

o o A o ¥ e‘ndl 19 ¥ v nﬂl o nI/ ¥ o a e;

nlan Mﬁ‘@i’]’]@’mﬂlmalj@LLWJ’Q‘]Jﬂﬁ‘MMNI‘HLL@’J LW’ﬂﬂ’ﬂdﬂuﬂ’]ﬁ‘ﬁ"ﬂM@ﬂl’Nﬂ’ﬂH@LL@?Jﬁ‘ﬂH’m’]i“ﬂ{]Uﬁl[ﬂ’muIﬂU’mﬂ'J’m

Nupstaaaiaaua e A

To protect information and assets from unauthorized physical access, theft, damage, or natural disasters.

Organizations must implement access control mechanisms for secure areas or locations containing critical
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information. These controls such as keycard access, biometric authentication, surveillance cameras.
Additionally, security measures must be in place for devices used outside the organization to prevent
unauthorized access. Secure disposal of obsolete information and devices is also essential to prevent data

leakage and maintain compliance with security policies.

HIATNITAILAN Aunalulas (Technological Controls)
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To protect information and IT systems from cybersecurity threats using technological measures. This includes
enforcing access controls to prevent unauthorized system access, encrypting sensitive data to maintain
confidentiality, and securing networks and communication channels from cyber threats. Continuous
monitoring and logging of system activities help detect and respond to security incidents promptly.
Organizations must also implement vulnerability management and regular software updates to prevent

exploitation by attackers. Furthermore, maintaining backups and having a disaster recovery plan ensures

business continuity in case of unexpected incidents or cyberattacks.
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